Chambers

AND PARTNERS

CHAMBERS GLOBAL PRACTICE GUIDES .

Definitive global law guides offering
comparative analysis from top-ranked lawyers

China: Law & Practice
and
China: Trends & Developments

Cloud Li, Gary Li, Joanna Jiang and Chris Beall
DaHui Lawyers


http://www.chambers.com
https://gpg-pdf.chambers.com/link/561673/

CHINA

Law and Practice

Contributed by:
Cloud Li, Gary Li, Joanna Jiang and Chris Beall
DaHui Lawyers see p.24

Contents
1. Fintech Market p.4
1.1 Evolution of the Fintech Market p.4
2. Fintech Business Models and
Regulation in General p.4

2.1 Predominant Business Models p.4
2.2 Regulatory Regime p.4
2.3 Compensation Models p.7
2.4 Variations Between the Regulation of Fintech

and Legacy Players p.7
2.5 Regulatory Sandbox p.8
2.6 Jurisdiction of Regulators p.8
2.7 Outsourcing of Regulated Functions p.8
2.8 Gatekeeper Liability p.8
2.9 Significant Enforcement Actions p.9
2.10 Implications of Additional, Non-financial

Services Regulations 0.9
2.11 Review of Industry Participants by Parties

Other than Regulators p.11
2.12 Conjunction of Unregulated and Regulated

Products and Services p.11
2.13 Impact of AML Rules p.11
3. Robo-advisers p.12
3.1 Requirement for Different Business Models p.12
3.2 Legacy Players’ Implementation of Solutions

Introduced by Robo-advisers p.12
3.3 Issues Relating to Best Execution of

Customer Trades p.12

2 CHAMBERS.COM

4. Online Lenders p.13
4.1 Differences in the Business or Regulation of

Loans Provided to Different Entities p.13
4.2 Underwriting Processes p.13
4.3 Sources of Funds for Loans p.13
4.4 Syndication of Loans p.13
5. Payment Processors p.14
5.1 Payment Processors’ Use of Payment Rails p.14
5.2 Regulation of Cross-Border Payments and

Remittances p.14
6. Fund Administrators p.14
6.1 Regulation of Fund Administrators p.14
6.2 Contractual Terms p.15
7. Marketplaces, Exchanges and Trading

Platforms p.15

7.1 Permissible Trading Platforms p.15
7.2 Regulation of Different Asset Classes p.16
7.3 Impact of the Emergence of Cryptocurrency

Exchanges p.16
7.4 Listing Standards p.16
7.5 Order-Handling Rules p.17
7.6 Rise of Peer-to-Peer Trading Platforms p.17
7.7 lssues Relating to Best Execution of

Customer Trades p17
7.8 Rules of Payment for Order Flow p.17
7.9 Market Integrity Principles P17




CHINA

8. High-Frequency and Algorithmic

Trading p.17
8.1 Creation and Usage Regulations p.17
8.2 Requirement to Register as Market Makers

When Functioning in a Principal Capacity p.18
8.3 Regulatory Distinction Between Funds and

Dealers p.19
8.4 Regulation of Programmers and Programming .19
9. Financial Research Platforms p.19
9.1 Registration p.19
9.2 Regulation of Unverified Information p.19
9.3 Conversation Curation p.19
10. Insurtech p.20
10.1 Underwriting Processes p.20
10.2 Treatment of Different Types of Insurance p.20
11. Regtech p.20
11.1 Regulation of Regtech Providers p.20
11.2 Contractual Terms to Assure Performance

and Accuracy p.21

3 CHAMBERS.COM

12. Blockchain

p.21
12.1 Use of Blockchain in the Financial Services
Industry p.21
12.2 Local Regulators’ Approach to Blockchain p.21
12.3 Classification of Blockchain Assets p.22
12.4 Regulation of “Issuers” of Blockchain Assets  p.22
12.5 Regulation of Blockchain Asset Trading
Platforms p.22
12.6 Regulation of Funds p.22
12.7 Virtual Currencies p.22
12.8 Impact of Regulation on “DeFi" Platforms p.22
12.9 Non-fungible Tokens (NFTs) p.22
18. Open Banking p.23
13.71 Regulation of Open Banking p.23
13.2 Concerns Raised by Open Banking p.23




CHINA [ AW AND PRACTICE

Contributed by: Cloud Li, Gary Li, Joanna Jiang and Chris Beall, DaHui Lawyers

1. Fintech Market

1.1 Evolution of the Fintech Market

The year 2022 in China largely entailed the con-
tinuation of recent trends, both in the fintech
market and the Chinese economy as a whole. As
the Chinese economy continues to grow despite
the continuation of the COVID-19 pandemic and
geopolitical tensions, the fintech sector in China
has also seen good growth. It is expected that
regulators will continue to strengthen their super-
vision of the fintech market in the coming years,
while still encouraging innovation, especially in
risk prevention in the long term. However, the
fintech market in China remains dynamic, with
increasingly diversified market players, and the
prospects are still broad. As new infrastructure
has risen to the height of China’s national strat-
egy, the deep integration of artificial intelligence,
blockchain technology, cloud computing and big
data will continue to promote the development
of fintech into a new stage. The fintech business
model may be reshaped so as to better serve the
real economy and inclusive finance.

2. Fintech Business Models and
Regulation in General

2.1 Predominant Business Models

The current predominant business model of fin-
tech in China is still internet finance. The tradi-
tional financial institutions (eg, banks, securities
firms and insurance companies) and innovative
internet companies (third-party payment service
companies, internet lending service providers,
etc) provide their financial products by using
new hi-tech tools (eg, big data, cloud computing
or even robotic process automation) to approach
and serve their customers more efficiently and
reduce their exposure to risk.
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2.2 Regulatory Regime

Like most countries in the world, China has not
set up or appointed an independent supervisory
authority for the regulation of the fintech indus-

try.

Rather, the relevant businesses of the fintech
industry, based on the specific attributes of cor-
responding financial services, are subject to the
supervision of the traditional financial regulatory
authorities. In particular, the China Banking and
Insurance Regulatory Commission (CBIRC) is
responsible for the supervision of fintech busi-
nesses that rely on services provided by com-
mercial banks (eg, internet banking, internet
lending and P2P lending) and insurance com-
panies (such as internet insurance), and servic-
es similar to these, even if provided by others.
The China Securities Regulatory Commission
(CSRC) is responsible for the supervision of fin-
tech businesses that are related to investments
in the securities markets, such as internet funds,
internet securities and intelligent investment
advisers. The People’s Bank of China (PBOC) is
responsible for the supervision of fintech busi-
nesses related to the issuance, circulation and
clearing/settlement of currencies, such as third-
party payment services and digital currency.

In addition, the local governments in China also
play an important role in regulating the fintech
industry. For P2P platforms and other “quasi-
financial businesses” such as financing leasing,
financing guarantees and factoring, the tradi-
tional financial regulatory authorities (ie, the
CBIRC, CSRC and PBOC) will not usually be
directly involved in regulation, but will delegate
relevant regulatory authority to the local financial
regulatory bureaus of local governments.

Following the principle of “separate supervi-
sion”, the PBOC plays a leading and co-ordi-
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nating role among the regulatory authorities
in the supervision of the fintech industry, and
controls the development direction and super-
visory approach to the fintech industry from a
more macroscopic perspective. For instance,
the Guiding Opinions on Promoting the Healthy
Development of Internet Finance (the “Internet
Finance Development Opinions”) issued in July
2015 by ten ministries led by the PBOC, as well
as the Fintech Development Plan (2019-21)
issued by the PBOC in 2019, followed by the
Fintech Development Plan (2022-25) issued by
the PBOC in 2022, all provide macro guidance
on the regulation and development of the fintech
industry based on market practice at the time.

In order to regulate the development and appli-
cation of fintech in the financial services indus-
try, the Chinese government has issued a series
of policies and regulations in recent years. The
basic principle is that fintech should be used as
a technical tool to promote the innovation and
development of the financial services indus-
try. The relevant policies and regulations mainly
include the macro policies and the regulations
for each subdivided field of the fintech industry
(see below).

Major Macro Policies

The PBOC is responsible for leading the formu-
lation of fintech’s macro policies in China. These
are intended to provide guidelines and plans for
the development of fintech, the most recent and
important of which is the Fintech Development
Plan (2022-25), promulgated in January 2022,
based on China’s 14th Five-Year Plan (2021-25)
for National Economic and Social Development
and Vision 2035. In February 2022, the PBOC
and four other regulatory authorities collec-
tively issued the Development Plan for Financial
Standardisation during the 14th Five-Year Plan
Period, which establishes quantitative targets on
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the number of financial standards that will be
issued by 2025 across a broad set of subject
matters.

Major Regulations in Subdivided Fields

The Chinese government has attached great
importance to emerging technologies, especial-
ly for “cloud computing”, “internet plus”, “big
data” and “artificial intelligence”. For each of
these technologies, the State Council has issued
corresponding policies for guidance, mainly

including:

+ Opinions of the State Council on Promoting
the Innovative Development of Cloud Com-
puting and Cultivating New Business Forms
of the Information Industry, issued by the
State Council in January 2015;

+ Guiding Opinions of the State Council on Vig-
orously Advancing the “Internet Plus” Action,
issued by the State Council in July 2015;

* Notice of the State Council on Issuing the
Action Outline for Promoting the Develop-
ment of Big Data, issued by the State Council
in August 2015;

* Notice of the State Council on Issuing the
Development Plan on the New Generation
of Artificial Intelligence, issued by the State
Council in July 2017; and

- the 14th Five-Year Plan (2021-25) for National
Economic and Social Development and Vision
2035.

With respect to the application of fintech in the
financial services industry, the Chinese financial
regulatory authorities have issued a series of
rules which can be divided into three categories.
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Regulations relating to the new business
model developed by traditional financial
institutions with fintech

* For internet insurance businesses based
on “Internet Plus”, the CBIRC enacted the
Administrative Measures on Internet Insur-
ance in 2021, followed by the Notice of
Issues Concerning Further Regulating the
Internet Personal Insurance Business of
Insurance Institutions by the General Office of
the CBIRC.

* For internet loans of commercial banks, the
CBIRC issued the Interim Measures for the
Administration of Internet Loans of Commer-
cial Banks and the Notice on Further Regulat-
ing the Internet Loan Business of Commercial
Banks by the General Office of the CBIRC.

Regulations relating to the new types of

institutions utilising fintech

+ For non-banking payment institutions, the
PBOC promulgated the Administrative
Measures for the Payment Services Provided
by Non-financial Institutions in June 2010,
followed by a series of rules and regulations
regarding the payment services provided by
non-financial institutions.

* For online lending information intermediary
institutions (ie, P2P platforms), four Chinese
government departments led by the China
Banking Regulatory Commission (replaced
by the CBIRC in April 2018) promulgated the
Interim Measures for the Administration of the
Business Activities of Online Lending Infor-
mation Intermediary Institutions in August
2016, and a series of rules and regulations for
rectifying the industry was issued later.

The latest is the draft Administrative Measures
for the Online Micro-lending Business, which
was promulgated by the CBIRC for public opin-
ion at the end of 2020.
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Regulations in relation to common issues

arising from the application of fintech

« For the data management of commercial
banks, the CBIRC issued the Guidelines for
the Data Management of Banking Financial
Institutions in May 2018.

+ For the protection of personal information:
(a) the Standing Committee of the National
People’s Congress promulgated the
Cybersecurity Law of the People’s Repub-

lic of China in November 2016;

(b) the PBOC issued the Personal Financial
Information Protection Technical Specifi-
cation in February 2020;

(c) the CAC and 12 other governmental
agencies issued the Measures for Cyber-
security Review in December 2021; and

(d) the CAC issued the Measures for the Se-
curity Assessment of Data Exports, which
came into effect in September 2022,
followed by the Guide to Applications for
Security Assessment of Outbound Data
Transfers (First Edition).

* For strengthening the anti-money laundering
regime:

(a) the PBOC issued the Measures for the
Supervision and Administration of Com-
bating Money Laundering and Financing
of Terrorism by Financial Institutions in
2021; and

(b) jointly with the CSRC and the CBIRC,
issued the Administrative Measures for
Customer Due Diligence and Preserva-
tion of Customer Identity Information and
Transaction Records of Financial Institu-
tions in 2022; and

(c) jointly with 11 other governmental agen-
cies, issued the Three-Year Plan for
Combating and Regulation against lllegal
and Criminal Activities Regarding Money
Laundering (2022-24) in 2022.
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* For establishing operational, maintenance
and regulatory requirements for various forms
of financial infrastructure, the PBOC issued
the Measures for the Regulation of Financial
Infrastructure (Draft for Comment), which was
released in December 2022.

* For improving the prevention and disposi-
tion mechanism of financial risks, the Stand-
ing Committee of the 13th National People’s
Congress issued the Financial Stability Law
(Draft for Comment) in December 2022.

* For the statistical management of financial
institutions, the CBIRC issued the Adminis-
trative Measures for Regulatory Statistics of
Banking and Insurance Sectors, which came
into effect in February 2023.

In addition to the regulations listed above, the
Chinese financial regulatory authorities have
also promulgated a myriad of rules on particular
financial service aspects, including online fund
sales business, loan facilitation services, internet
wealth management and digital currency.

It is worth noting that the PBOC issued a notice
in December 2019, announcing that the first
pilot scheme of fintech innovation supervision
(ie, a sandbox regulatory mechanism) would
be launched in Beijing. In April 2020, it was
announced that the pilot scheme had been
expanded to six regions, Shanghai, Chongqging,
Shenzhen, Hebei Xiong’an New District, Hang-
zhou and Suzhou.

Meanwhile, in April 2020, four Chinese govern-
ment departments, led by the PBOC, issued
the Opinions on Financial Support for the Con-
struction of the Guangdong-Hong Kong-Macao
Greater Bay Area, in which the mechanism “to
study and establish a cross-border financial
innovation regulatory sandbox” was proposed.
This is also the first time the concept of “sandbox
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regulation” has been directly referred to in Chi-
nese financial regulatory rules. In October 2021,
the PBOC and the Hong Kong Monetary Author-
ity signed the Memorandum of Understanding
on Fintech Innovation Supervisory Cooperation
in the Guangdong-Hong Kong-Macao Greater
Bay Area.

2.3 Compensation Models
The following compensation
observed in market practice:

models are

* broker fees paid by merchants or by both
merchants and customers where a financial
product is sold through a platform operated
by a fintech service provider;

* handling fees paid by users of third-party
payment services;

* membership fees or package fees paid by
users of robo-advisory services; and

« technology service fees/information service
fees paid by financial institutions that pur-
chase and receive services from a technical
company providing fintech solutions.

In each compensation model, a clear rate of ser-
vice charge must be notified to customers/users
in advance, with a written or electronic record of
charges provided later.

2.4 Variations Between the Regulation of
Fintech and Legacy Players

Legacy players, such as commercial banks,
securities firms and insurance companies,
are highly regulated in China. Chinese regula-
tors are in the process of setting up a licensing
system and adopting new regulatory models
with respect to fintech industry participants in
innovative practice areas. For instance, in the
third-party payment industry, any fintech com-
pany involved in payment settlement business is
required to obtain a third-party payment licence;
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compared with legacy players, who are not
required to do so to conduct payment business
given that they are licensed to perform traditional
banking services.

2.5 Regulatory Sandbox

Regulatory sandboxes provide regulators with a
controlled and supervised environment in which
to test innovative products, services or business
models without systematic risks. These trial pro-
jects form part of China’s Fintech Development
Plan (2019-21). The fintech regulatory trials test
the best regulatory methods and provide cor-
responding space and system guarantees for
fintech innovations based on the “regulatory
sandbox” regulation model.

In mid-January 2020, the PBOC announced the
first batch of trial applications in Beijing. In late
April, the PBOC extended the sandbox experi-
mental cities to Shanghai, Chongqging, Shenzhen,
Hangzhou and Suzhou, as well as the Xiong’an
New Area, a much-anticipated new economic
zone. In July 2020, Guangzhou and Chengdu
were included in the sandbox experimental cit-
ies by the PBOC. Since 2021, the PBOC has
been gradually expanding the regions adopting
the sandbox mechanism, and it is expected that
the first group of fintech technologies success-
fully completing the sandbox test will be made
available to the market soon.

2.6 Jurisdiction of Regulators

There is no single regulatory body responsible
for the regulation of fintech products and ser-
vices. Different fintech services and products are
regulated by different regulatory bodies, such as
the PBOC, CBIRC and CSRC. Other than these
three major regulators, some others are involved
in particular situations:

8 CHAMBERS.COM

+ the State Administration for Market Regula-
tion (SAMR) and its local branches are in
charge of fintech companies’ registration and
normal business conduct;

+ the Ministry of Industry and Information
Technology (MIIT) and its local branches are
in charge of regulating telecommunications-
related services involved in the fintech indus-
try;

« the Cyberspace Administration of China
(CAQ) is in charge of regulating network
safety, data compliance and other relevant
issues arising from internet data exchange
and processing involved in the fintech indus-
try; and

+ the Ministry of Public Security (MPS) and its
local branches are leading the fight against
internet financial crimes.

2.7 Outsourcing of Regulated Functions
Given that the financial industry is a highly regu-
lated area in China, only a small number of non-
material functions of Chinese regulators are
outsourced to relevant industry associations,
such as the Payment & Clearing Association of
China (PCAC), including self-discipline meas-
ures, launches of pilot programmes and for-
mulation of technical guidelines, standards or
rules. Each relevant industry association, being
authorised by the competent regulators, has its
own charters, self-discipline conventions, rules
and regulations governing all its members and
their activities.

2.8 Gatekeeper Liability

Different participants in the fintech industry may
be subject to different kinds of liability. For fund
administrators, the Securities Investment Fund
Law of the People’s Republic of China and the
Provisional Rules on Supervision and Adminis-
tration of the Private Equity Investment Fund (the
“PE Fund Rules”) provide that the fund adminis-
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trator should disclose material information that
may have a substantial impact on the lawful
interests of the investors, and should not with-
hold information or provide false information.
The operators of any platform (eg, a financial
research platform) are required to block, delete
and report any improper, suspicious or unlawful
behaviour, keep relevant records of such behav-
iour and report it to the regulatory authorities.

2.9 Significant Enforcement Actions

In 2020, the Chinese government continued the
campaign against irregularities in P2P lending
and online small loans. The shutdown of most
small to medium-sized players shows China’s
concerns regarding the disorder of this market
and the government’s ability to enforce the law
firmly and quickly. In addition, Chinese regula-
tors curbed the “reckless” push of technology
firms into finance, taking aim at a sector where
lax oversight fuelled breakneck growth for com-
panies such as Ant Group Co and Tencent Hold-
ings Ltd’s Wechat Pay.

In March 2021, the CBIRC, PBOC and three
other authorities jointly issued the Notice Con-
cerning Further Standardising Supervisory and
Regulatory Work for University Student Online
Consumer Loans, aiming to crack down on the
growing online lending operation targeting uni-
versity students, who are traditionally considered
“vulnerable” to unregulated online borrowing.

Since May 2021, the Chinese government
launched a series of policies and campaigns to
crack down on cryptomining operations in Chi-
na, at the height of which, in September 2021,
the National Development and Reform Com-
mission, the PBRC, and another nine authori-
ties jointly issued the Notice on Regulating Vir-
tual Currency “Mining” Activities. Consequently,
China’s traditional crypto “mining hub” regions
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and provinces, such as Inner Mongolia, Qinghai,
Yunnan and Sichuan, all announced campaigns
to ban new mining projects, to order existing
mining operations to close, and to require power
plants to cut off power supply to suspected min-
ing operations. The crackdown is said to have
led to nearly 70% of the world’s mining capaci-
ties going offline, at least for some time, before
being moved to jurisdictions that still allow cryp-
tomining.

In December 2022, the CSRC said in a state-
ment that it would ask two US-listed companies,
Futu Holdings Inc (NASDAQ: FUTU) and Up Fin-
tech Holding Ltd (NASDAQ: TIGR), to stop taking
new onshore investors as customers or opening
new accounts for them. Existing onshore clients
can still trade via brokerage platforms but addi-
tional fund transfers via non-compliant channels
to their accounts will be banned. The CSRC also
stated that the two companies were engaged in
providing cross-border security investment ser-
vices to onshore invertors without any approval
from the CSRC, which had already constituted
illegal operation of security business under the
Security Law of the People’s Republic of China
and other relevant laws and regulations.

2.10 Implications of Additional, Non-
financial Services Regulations

In June 2022, the Standing Committee of the
13th National People’s Congress issued the
amended Anti-Monopoly Law of the People’s
Republic of China, which became effective in
August 2022. The amended Anti-Monopoly Law
further strengthens the supervision of the under-
lying ecology of the entire digital economy along
with the Anti-monopoly Guidelines on Platform
Economy issued by the Anti-monopoly Commis-
sion of the State Council.
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The year 2022 has seen a series of new laws and
regulations on data security, personal informa-
tion protection and cybersecurity, which are also
crucial topics in the fintech domain, including
the following.

* The Opinions of the Communist Party of
China’s Central Committee and the State
Council on Building Basic Systems for Data
to Better Play the Role of Data Factors, which
came into effect in December 2022 and aims
to establish a basic data policy to lower the
thresholds for certain data usage and trans-
fers.

The Privacy Protection Computing Platform in
Financial Scenarios — Technical Requirements
and Test Methods, which came into effect

in November 2022 and delineates the secu-
rity, function, performance-related and other
technical requirements for privacy protection
computing platforms involved in the financial
industry.

The Measures for the Security Assessment

of Data Exports, which came into effect in
September 2022 and formulates a security
assessment mechanism for cross-border
data transfers covering “important data” and
personal information.

The Circular on Seeking Public Comments

on the Decision on Amending the Cyberse-
curity Law of the People’s Republic of China
was promulgated in September 2022 and is
expected to enhance the rules on legal liabil-
ity for violations of certain general provisions
on network operation security, to amend the
rules on legal liability in relation to the security
protection of critical information infrastruc-
ture, to modify the rules on legal liability in
relation to network information security, and
to revise the rules on legal liability in relation
to personal information protection.
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* The Guide to Applications for Security
Assessment of Outbound Data Transfers (First
Edition) was promulgated in August 2022 and
provides practical guidance to the imple-
mentation of the Measures for the Security
Assessment of Outbound Data Transfers.

* The Circular of the Cyberspace Administra-
tion of China on the Provisions on the Stand-
ard Contract for Outbound Cross-border
Transfer of Personal Information was circu-
lated for public comment in June 2022 and
aims to provide a standard contract clause for
personal information export activities which
market participants will be able to use in their
contracts with counterparties.

* The amended Interpretation of the Supreme
People’s Court of Several Issues on the
Specific Application of Law in the Handling
of Criminal Cases about lllegal Fundraising,
which came into effect in March 2022 and
expressly provides that the “trade of virtual
currency” as a way of illegal fundraising may
be considered a crime under the Criminal Law
of the People’s Republic of China (thereby
escalating certain legal risks associated with
the trade of cryptocurrency in the PRC mar-
ket).

* The revised Measures for Cybersecurity
Review, which came into effect on 15 Febru-
ary 2022 and apply to the following circum-
stances:

(@) when critical information infrastructure
operators (CllOs) intend to purchase any
network product or service that affects or
may affect state security;

(b) when any data processor carries out any
data processing activities that affect or
may affect issues of national security,
even if such parties are not CllOs; and

(c) when any company with personal infor-
mation of more than one million users
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intends to conduct a stock listing outside
the country.

2.11 Review of Industry Participants by
Parties Other than Regulators

The National Internet Finance Association of
China (NIFA) is recognised as the first nationwide
self-regulatory organisation of the internet finan-
cial industry. The NIFA is tasked by the PBOC
to conduct a filing for mobile financial client
applications (“Financial Mobile Apps”) such as
mobile banking applications and securities trad-
ing applications. By February 2022, the NIFA had
conducted filings for over 20 batches of Finical
Mobile Apps.

2.12 Conjunction of Unregulated and
Regulated Products and Services

Online customer-directing platforms for financial
products are good examples of the conjunction
of unregulated and regulated products. The
sale of financial products through the internet
is regulated, but the provision of product infor-
mation is not regulated by financial regulators.
In such business models, platform operators
enter into co-operation or service agreements
with financial product providers that are regu-
lated. When clicking the button shown on the
interface of platforms, users are redirected to the
websites of the financial product providers or
the display pages of the financial products. The
financial product providers will pay the platform
operators’ commission or a technical service fee
based on the agreement between them if users
are successfully directed to the said websites/
pages.

In practice, different local regulators have dif-
ferent attitudes towards this kind of business
model, and it is uncertain whether this business
model will be subject to regulation by financial
supervision in the future. However, there is a
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trend for regulation in this regard to be tight-
ened to prevent the sale of financial products
by a technology company without a competent
sales permit.

2.13 Impact of AML Rules
As listed in 2.2 Regulatory Regime, the PBOC:

+ issued the Measures for the Supervision and
Administration of Combating Money Launder-
ing and Financing of Terrorism by Financial
Institutions in 2021; and

* jointly with the CSRC and the CBIRC, issued
the Administrative Measures for Customer
Due Diligence and Preservation of Customer
Identity Information and Transaction Records
of Financial Institutions in 2022; and

* jointly with 11 other governmental agencies,
issued the Three-Year Plan for Combating
and Regulating lllegal and Criminal Activities
Regarding Money Laundering (2022-24) in
2022.

All three of these measures cover only regulated
entities — ie, they do not cover entities that are
not considered regulated financial institutions in
the Chinese market.

That said, under China’s highly regulated finan-
cial regime, there are comparatively few catego-
ries of fintech companies that are not regulated.
Most fintech companies operating in compli-
ance with PRC laws are required to hold at least
one or two financial permits or licences - eg,
the payment licence, the investment adviser
licence, and the mutual fund manager permit.
These regulated entities must comply with all the
AML rules in the PRC, and the regulatory hurdle
is further heightened by the above-mentioned
measures.
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3. Robo-advisers

3.1 Requirement for Different Business
Models

China-based robo-advisers tend to be more
restricted compared with robo-advisers in oth-
er jurisdictions. Robo-advisers in China typi-
cally provide portfolio recommendations, but
the investment decisions ultimately have to be
undertaken by users due to regulatory limita-
tions.

Pilot Mutual Funds Advisory Scheme

China’s pilot launch of a mutual funds advisory
scheme in October 2019 may, however, ease
this restriction. The scheme will allow asset man-
agers and fund distributors to provide custom-
ised investment advice and maintain discretion-
ary control over clients’ investment portfolios,
which will be constructed with publicly offered
mutual funds. Robo-advisers operating under
this scheme will therefore be allowed to execute
trades automatically without requiring client
consent each time, providing a more seamless
experience for users.

The CSRC launched the scheme with the aim
of promoting an alignment of interests between
investors and fund distributors. Traditionally,
China’s asset management industry has been
sales-oriented, as fund distributors generate
revenue from transaction fees on the products
they sell. This scheme will see a shift towards a
fee-based advisory model, with providers charg-
ing a fee of no more than 5% of a client’s net
asset values in exchange for providing asset
allocation services tailored to that customer’s
financial needs.

In November 2021, the CSRC issued a Notice on

Regulation of Fund Investment Advisory Activi-
ties, which requires fund distributors to refrain
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from controlling clients’ investment portfolios
unless they are qualified to do so pursuant to
the mutual funds advisory scheme. As a result,
many banks and other fund distributors stopped
providing quasi-advisory services such as “one-
stop fund selectors” to clients purchasing mutu-
al funds.

3.2 Legacy Players’ Implementation of
Solutions Introduced by Robo-advisers
The PBOC and three other governmental agen-
cies jointly issued the Guiding Opinions on
Regulating the Asset Management Business of
Financial Institutions on 17 April 2018, which first
acknowledged the concept of robo-advisers.
Thereafter, the PBOC and seven other govern-
mental agencies jointly issued the Circular on
Issuing the Master Plan for the Establishment
of Sci-tech Innovation and Financial Reform
Pilot Zones in Shanghai, Nanjing, Hangzhou,
Hefei and Jiaxing on 11 November 2022, which
allowed certain robo-adviser business to be
conducted in relevant pilot zones, provided that
the robo-adviser business is in compliance with
PRC laws and regulations and is subject to rea-
sonable risk control mechanisms. However, to
date, China has not adopted any specific robo-
adviser laws or regulations regarding the best
execution of customer trades.

3.3 Issues Relating to Best Execution of
Customer Trades

See 3.2 Legacy Players’ Implementation of
Solutions Introduced by Robo-advisers.
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4. Online Lenders

4.1 Differences in the Business or
Regulation of Loans Provided to Different
Entities

From a business perspective, different loan pro-
viders target different loan borrowers based on
risk appetite. For example, online lending plat-
forms operated by traditional commercial banks
tend to issue loans to small business owners,
while other online lending platforms, operated by
non-bank entities (such as Ant Financial or JD),
tend to target individual borrowers, capitalising
on different risk assessment methods - eg, cer-
tain online lending platforms have access to the
online shopping history of individual borrowers,
and use this to analyse their consumption curve
changes and assess the potential risks.

From a legal perspective, however, there is no
clear line drawn between individual borrowers or
small business owner borrowers, as the Interim
Measures for the Administration of the Business
Activities of Online Lending Information Interme-
diary Institutions, jointly issued by the CBIRC,
MIIT, CAC and MPS on 17 August 2016 (the
“Interim Measures of Online Lending Intermedi-
aries”), has set the framework of regulation on
online lending platforms without expressly cat-
egorising loans vis-a-vis individuals or entities.

4.2 Underwriting Processes

Online lending platforms are generally consid-
ered as intermediaries that collect basic person-
al information about borrowers, categorise the
information with repayment capacity and pro-
vide lenders with such standardised information.
Paipai Dai is a leading company that adopts this
business model.

Other underwriting models previously existed —
eg, with platforms acting as guarantors, provid-
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ing a guarantee on the repayment of loans, or as
creditors, collecting proceeds from investors or
repurchasing debt from individual lenders. How-
ever, these business models have been prohib-
ited by the Interim Measures of Online Lending
Intermediaries since 2016.

4.3 Sources of Funds for Loans

P2P

P2P lending refers to technology-based plat-
forms that allow investors to participate as
investors in loan assets, with a direct claim on
payments of interest and repayments of princi-
pal. The platform itself has no claim on these
payments, but instead earns fees for related ser-
vices, such as the assessment of credit risk, the
matching of investors with borrowers, and the
servicing of loans, including the collection and
allocation of payments of interest and principal.
It is understood that there were virtually no pure
P2P lending companies left in operation in China
by the end of 2021.

Securitisations

Online lending platforms have been prohibited
from being involved in the securitisation busi-
ness since 2016, according to the Interim Meas-
ures of Online Lending Intermediaries, although
they seek to circumvent such regulation in vari-
ous ways.

Deposits

With the concern that online lending platforms
may engage in illegal fund-raising and misuse
of proceeds, licences are required for various
aspects of online lending, and co-operation with
third-party institutions is restrained.

4.4 Syndication of Loans

It is rare to see syndications used in the online
lending business. The more common approach
is for online lending firms to provide analyses of
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borrower information to be assessed by other
participants, such as commercial banks, and for
such participants to provide funds for the bor-
rowers in return.

5. Payment Processors

5.1 Payment Processors’ Use of
Payment Rails

In China, payment processors (eg, traditional
commercial banks and innovative payment ser-
vice providers such as Alipay and WeChat Pay)
must use payment rails that are managed by
certain licensed entities. These payment pro-
cessors are not allowed to create new payment
rails on their own. Currently, available payment
rails include the payment processing platforms
managed by China UnionPay and China Nets
Union. China UnionPay is a bridge connecting
all sorts of banks. China Nets Union is an online
payment clearing platform for non-bank pay-
ment institutions, mainly for providing unified
and public payment clearing services for online
payments. Since China Nets Union only serves
as a clearing platform, it connects the licensed
payment processors and the banking system.

5.2 Regulation of Cross-Border
Payments and Remittances

Cross-border payments and remittance are
highly regulated in China. The major regulators
are the PBOC and the State Administration of
Foreign Exchange (SAFE). The PBOC regulates
cross-border payments in offshore RMB carried
out by banks and licensed payment proces-
sors. SAFE regulates cross-border payments
in foreign exchange carried out by banks and
licensed payment processors (which obtain the
special permit necessary to engage in foreign
exchange cross-border payment businesses
issued by SAFE).
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6. Fund Administrators

6.1 Regulation of Fund Administrators
Fund administrators are classified as those that
manage publicly offered funds (“public fund
administrators”) and those that manage private
equity funds (“private fund administrators”). Pub-
lic fund administrators are subject to approval
by the CSRC, while private fund administrators
used to be subject only to registration/filing with
the Asset Management Association of China
(AMAC). The CSRC officially took responsibility
to supervise and regulate private fund adminis-
trators after the Interim Measures for the Super-
vision and Administration of Private Investment
Funds came into effect in August 2014, which
laid down the current regulatory system on pri-
vate investment funds.

On 30 December 2022, the AMAC issued a
consultation draft of the Measures for Registra-
tion and Filing of Private Investment Funds and
the ancillary guidelines Numbers 1-3 on private
fund manager registration, which are intended to
clarify the registration and filing requirements for
private fund managers and private funds.

On 24 June 2022, the AMAC issued the Guide-
lines for Private Fund Manager Registration and
Private Investment Fund Filing and provided
detailed instructions for the registration of pri-
vate fund managers and filing of private invest-
ment funds.

On 20 June 2022, the Measures for the Super-
vision and Administration of Publicly Offered
Securities Investment Fund Managers came into
effect. These new regulations mainly raise the
financial requirements of fund company share-
holders on the entry threshold and require long-
term fund performance as a core assessment
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indicator in corporate governance. These revi-
sions mainly focus on the following:

« optimising the public offering fund licence
system;

* improving the fund governance mechanism;

» strengthening the supervision of licensed
public institutions; and

« clarifying the exit mechanism of fund manag-
ers and building an orderly industry ecology.

On 2 June 2022, the AMAC released the Circular
on Matters Related to the Registration Filing for
Private Fund Managers, and updated the List of
Registration Materials and the Key Factors to Be
Focused On which also applies to the registra-
tion and filing of private fund managers.

On 30 December 2020, the CSRC issued Sev-
eral Provisions on Strengthening the Regulation
of Private Investment Funds, aimed at further
regulating private investment fund businesses
operated by private fund managers.

On 23 December 2019, the AMAC released
the Instructions for the Record-filing of Pri-
vate Investment Funds, aiming to reinforce the
requirements previously requested by the CSRC,
issued in April 2018, and supplementing specific
requirements of the AMAC.

6.2 Contractual Terms

In China, fund advisers are purely advisory enti-
ties that give investment advice and do not
have a responsibility to supervise fund admin-
istrators. Under the Securities Investment Law
of the People’s Republic of China, the fund
trustee is responsible for supervising the fund
administrator. In 2020, the CSRC released the
draft Administrative Measures on Securities
Fund Investment Advisory Business, which
sets out certain requirements for Chinese and
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foreign shareholders of securities fund invest-
ment advisers. More generally, it also prohibits
securities fund investment advisers from pro-
viding advisory services in relation to securities,
structured products, derivatives and other high-
risk assets to investors other than professional
investors. If a non-professional investor insists
on receiving such services, the advisers should,
among other things, keep records of all proce-
dures in relation to such services if the services
are rendered via the internet.

7. Marketplaces, Exchanges and
Trading Platforms

7.1 Permissible Trading Platforms
The current major trading platforms nationwide
include the following:

* the stock exchange market, regulated by the
CSRC;

+ the bond trading market, consisting of the
interbank bond market, bond exchanges and
commercial banks, mainly regulated by the
PBOC;

+ the commercial paper exchange market,
mainly regulated by the PBOC;

« fund trading platforms, regulated by the
AMAC (an industry organisation under the
guidance of the CSRC);

- futures exchange platforms, such as the
Shanghai Futures Exchange and the Zheng-
zhou Commodities Exchange, regulated by
the CSRC; and

* emerging online exchange and trading plat-
forms, which have not yet found their position
in the financial regulatory system of China
and are subject to various authorities, includ-
ing the CSRC, CBIRC and PBOC.
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7.2 Regulation of Different Asset Classes
The regulatory approach in China is functional
regulation, under which different products and
platforms are subject to differing supervision
by regulators categorised with different asset
classes. As set out in 7.1 Permissible Trad-
ing Platforms, various regulatory regimes are
involved with respect to separate asset classes
and services. In other words, multiple licences
may be required if a financial service provider
engages in business relating to several differ-
ent types of asset classes. For example, for the
sale of insurance, insurance broker licences are
required, while for the securities and futures
business, operating licences for securities and
futures are required.

7.3 Impact of the Emergence of
Cryptocurrency Exchanges

As an entirely new genre of intangible asset,
the emergence of cryptocurrency calls for an
upgrade of the technology used in the regula-
tion and innovation of legal theories to incor-
porate cryptocurrency properly into the exist-
ing regulatory system. Uncertainty regarding
cryptocurrency and consumer protection in the
trading process, and concerns regarding anti-
money laundering, have been the major issues
addressed by the regulatory authorities.

In September 2017, China officially declared fun-
draising through cryptocurrencies and initial coin
offerings (ICOs) illegal and shut down platforms
facilitating such trades. On 24 August 2018, the
CBIRC, PBOC, MPS and two other cabinet-level
authorities jointly issued the Notice on the Risks
of lllegal Fundraising, which used the terms
“cryptocurrency” and “blockchain” and warned
investors of the risk of Ponzi schemes in such
deals. However, the PBOC is moving quickly in
researching and developing China’s own Central
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Bank Digital Currency (CBDC) in reaction to the
challenges that cryptocurrencies may bring.

In December 2022, the Telecoms and Online
Anti-Fraud Law of the People’s Republic of China
came into effect, which prohibits any individual
or entity from providing support or assistance
for the carrying out of telecoms and online fraud
activities, including the assistance of others in
committing money laundering through crypto-
currency trading.

7.4 Listing Standards

Pursuant to the Measures for the Administration
of Initial Public Offerings and Listing of Stocks
(2018 Amendment) issued by the CSRC and
the relevant listing rules of the Shanghai Stock
Exchange and Shenzhen Stock Exchange, there
are no IPO requirements specifically for fintech
companies. However, certain general stand-
ards apply for an IPO of a fintech company - for
instance:

+ there must have been no major change
regarding an issuer’s ultimate controller, main
business, directors or senior managers within
the last three years;

« the total share capital of the issuer prior to the
IPO must be no less than CNY30 million; and

« certain requirements for net profit and net
cash flow apply.

In 2021, China launched its third stock exchange,
the Beijing Stock Exchange (BSE). While con-
forming to the above-mentioned listing require-
ments, the BSE requires that a listing company
must have already been listed on the NEEQ
(China’s OTC trading platform) continuously for
over 12 months.
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7.5 Order-Handling Rules

Order-handling rules also apply in China. The
practice in China is that the centralised com-
petitive bidding in securities trading follows the
principle of price preference and time preference
—ie, a higher purchase-price bid will be accept-
ed in priority to a lower purchase-price bid by the
securities trading system, while a lower selling-
price ask will be accepted in priority to a higher
selling-price ask. In the event that the same pur-
chase prices or selling prices are offered, the
price that comes first will be accepted by the
securities trading system.

7.6 Rise of Peer-to-Peer Trading
Platforms

Compared with traditional commercial banks,
P2P trading platforms adopt more simplified
credit review procedures and offer much faster
speeds of loan issuance. Therefore, they used
to attract a huge number of small loans for indi-
viduals, and were replacing commercial banks
as a major provider of small loans for individuals
before 2018. However, the fast growth of P2P
platforms brought the danger of illegal fundrais-
ing, and the lack of a well-established personal
credit system in China triggered a repayment
crisis for many big P2P platforms, which posed
a potential systematic risk to China’s finan-
cial system. Since 2018, the PBOC has been
strengthening the regulatory requirements, and
cracking down on illegal fundraising activities
jointly with other regulators, such as the MPS.
It is understood that currently there are no pure
P2P platforms in operation in China.

7.7 Issues Relating to Best Execution of
Customer Trades

China has not adopted any specific laws and
regulations regarding the best execution of cus-
tomer trades.
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7.8 Rules of Payment for Order Flow

The rules permitting or prohibiting payment for
order flow are provided by the Regulations on
the Supervision and Administration of Securities
Companies (2014 Revision), issued by the State
Council, which states that a securities company
and its staff may not seek illicit profits from offer-
ing investment suggestions to their clients. It is
suggested that payment for order flow is not
permitted in China, but lawmakers have not put
much focus on this issue yet.

7.9 Market Integrity Principles

China’s capital markets, when assessed in com-
parison with more mature markets and other
emerging markets, still need to catch up on sev-
eral fronts — ie, in terms of:

+ overall scale;

« internal structure and market efficiency;

« improving the corporate governance of listed
companies;

* enhancing the international competitiveness
of securities and futures firms;

« improving the efficiency and competitiveness
of the exchanges;

+ optimising market infrastructure as well as
laws, rules and regulations; and

+ providing more effective enforcement.

8. High-Frequency and Algorithmic
Trading

8.1 Creation and Usage Regulations

At present, China’s regulation of high-frequency
trading is not labelled as such or centralised as
a set of regulations specifically targeting such
practices, but rather derives from more generic
regulations about technical aspects of trading.
For example, the Guidelines of the China Finan-
cial Futures Exchange on the Supervision and
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Controlling of Abnormal Futures Trading (for Trial
Implementation), issued by the China Financial
Futures Exchange in 2010, describes certain
trading activities as abnormal trading and limits
or forbids them - eg, where the nhumber of can-
cellations for a single contract is more than 500,
or the trading volume of a single contract is more
than 1,000 lots in a single day.

8.2 Requirement to Register as Market
Makers When Functioning in a Principal
Capacity

In January 2015, the CSRC issued the Adminis-
trative Measures for the Pilot Scheme on Stock
Option Trading and allowed securities compa-
nies to engage in the market-making trades of
stock options.

In March 2020, the amended Securities Law of
the People’s Republic of China came into effect
and allowed securities companies to operate
in the market-making trades business upon
approval by the securities regulatory authority
under the State Council, which is currently the
CSRC.

In May 2022, the CSRC issued the Regulations
on the Pilot Business of Market-Making Trades
of Securities Companies on the Science and
Technology Innovation Board and provided that
securities companies that satisfy the following
criteria may apply for a qualification to carry
out market-making trades business on China’s
Science and Technology Innovation Board (the
“STAR Market”):

+ the company must be qualified for the busi-
ness of proprietary securities trading;

+ the company’s net capital in the past 12
months on a continuous basis must not have
fallen below CNY10 billion;
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* the company’s rating under the Provisions on
the Classification-based Regulation of Securi-
ties in the past three years must have been
Class A or above;

+ the company’s net capital and other risk
control indicators in the past 18 months on
a continuous basis must meet certain pre-
scribed standards;

+ the company’s internal management system
and risk control system must be sound and
effectively implemented;

+ the company must have sufficient profes-
sional staff qualified for the business, and the
executives and chief risk officer of the com-
pany managing the business of market-mak-
ing trades must have a corresponding level of
professional competence;

+ the company must have a well-prepared
implementation plan for the business of
market-making trades in stocks on the STAR
Market, and a technical system qualified for
the business which has passed the evaluation
and testing organised by the Shanghai Stock
Exchange;

* the company must not have been subject to
administrative punishment or held liable for
criminal liability for a material breach of laws
and regulations in the past year;

+ the company must not have had any informa-
tion security incidents at or above the level of
“major information security incidents” in the
past year; and

« other conditions prescribed by the CSRC.

In August 2022, the Futures and Derivatives
Law of the People’s Republic of China came
into effect and allowed futures companies to
operate in the market-making trades business
upon approval by the futures regulatory author-
ity under the State Council, which is currently
the CSRC.
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In January 2023, the BSE issued the Rules for
Stock Market-Making Trades Business at the
Beijing Stock Exchange and the Guidelines for
Stock Market-Making Trades Business at the
Beijing Stock Exchange, which allow securities
companies that have obtained qualifications
from the CSRC to participate in listed stock
market-making trades business to also apply for
engaging in the market-making trades business
on the BSE.

8.3 Regulatory Distinction Between
Funds and Dealers

China has no specific laws or regulations in rela-
tion to the distinction between funds and deal-
ers.

8.4 Regulation of Programmers and
Programming

China has no specific laws or regulations on pro-
grammers and programming.

9. Financial Research Platforms

9.1 Registration

China has no specific laws or regulations on
business operations of financial research plat-
forms. However, as information service provid-
ers, financial research platforms are subject to
laws and regulations regarding information ser-
vices in the telecoms sector, and value-added
telecoms licences may be required if such ser-
vices are fee-based.

9.2 Regulation of Unverified Information
Pursuant to the Administrative Provisions on
Financial Information Services, financial informa-
tion service providers may not produce, publish
or disseminate information that:
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+ is false and endangers national financial
security;

« distorts national financial policies;

« instigates others to commit commercial fraud
or economic crimes; and

« concerns fake events or news regarding
securities, funds, futures, foreign exchange
and other financial markets.

Any financial information service providers that
violate the requirements above will be subject to
various administrative penalties.

In addition, under the Criminal Law of the Peo-
ple’s Republic of China, it is a crime for anyone
to:

« disclose insider information;

+ use such information in trading;

+ use other non-insider internal information in
trading;

« create or spread securities or exchange-relat-
ed false information; or

* manipulate a securities market or an
exchange market with such information.

9.3 Conversation Curation

Under the telecoms and cybersecurity laws and
regulations, operators of financial information
platforms are requested to collect and verify the
real name of the platform users before those
users are allowed to use the platform and post
any information. The users should be aware
of the fact that they can be traced if they post
improper information or conversations.

In addition, at the request of government author-
ities, operators of financial information services
must delete an improper conversation and report
details about it to the authorities.
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10. Insurtech

10.1 Underwriting Processes

In China, the typical underwriting process of
insurance is simple. A consumer will initiate
the process by filling in an application form
and, after the insurer gathers all the necessary
information to evaluate the risk exposure, the
insurance policy will be approved (or rejected).
With the rising trend of insurtech, many insur-
ance companies are beginning to offer insurance
policies and complete the initial customer evalu-
ation on online platforms. However, after online
approval of the insurance policy, most insurance
companies still require the insurance applicants
to execute various contracts offline. Insurance
regulators mainly implement exit management
to strengthen the supervision of insurance prod-
ucts through monitoring during and after the rel-
evant event.

10.2 Treatment of Different Types of
Insurance

Under the Insurance Law of the People’s Repub-
lic of China, an insurer is forbidden to engage
concurrently in the businesses of life insurance
and property insurance. Correspondingly, there
are two departments of the CBIRC, the Property
Insurance Regulatory Department and the Per-
sonal Insurance Regulatory Department, which
separately regulate the business of insurance of
persons and insurance of property. The rationale
might be the concern that the proceeds received
from personal insurance purchasers may be mis-
appropriated to satisfy the huge need for cash in
the property insurance business.
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11. Regtech

11.1 Regulation of Regtech Providers
China has no specific law or regulations on
regtech providers. However, the Chinese gov-
ernment embraces regtech as a good opportu-
nity and method for ensuring that fintech com-
panies comply with the law.

In 2017, the PBOC formed the Fintech Com-
mittee and announced that its main purpose
was to reinforce the research and application of
regtech.

In 2018, the CSRC pushed for the adoption of
regtech measures amid broader efforts by Bei-
jing to rein in the Chinese financial sector.

In April 2020, the Beijing Fintech Industry League
announced the founding of the Regtech Special-
ist Committee.

In June 2020, the CSRC announced the estab-
lishment of a new internal regtech office. The
CSRC'’s Tech Department will have the goal of
creating a big data supervisory and regulatory
system for Chinese capital markets that will
incorporate various existing data sources. With
encouragement from the government, regtech
companies in China are expected to grow fast
in the next couple of years, but as they help the
regulators in monitoring the daily activities of fin-
tech companies by tracing, collecting and pro-
cessing data, the need for legislation to protect
state secrets has become urgent. Furthermore,
in the future where more powers are delegated to
such regtech providers by the regulators, there
will be more requirements of duties imposed on
them by law.
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11.2 Contractual Terms to Assure
Performance and Accuracy

When dealing or co-operating with a technol-
ogy provider, financial service firms are always
seeking contractual protection to safeguard their
trade secrets, prevent leakage of customer infor-
mation and ensure the satisfaction of all regu-
latory requirements on data compliance by the
technology provider. For example, all data col-
lected and processed by the technology provid-
er must be uploaded and stored on the financial
service firm’s own server and any data trans-
mission to a third party or any unauthorised use
without permission is forbidden. Some of those
contractual terms are reflected in the regulations
or technical norms of the relevant industry, in
principle or in detail.

12. Blockchain

12.1 Use of Blockchain in the Financial
Services Industry

Currently, blockchain technology in China is
mostly used in clearing, cross-border trade, sup-
ply chain, information identification and digital
currency. For example, China Merchants Bank
has built the “Blockchain Platform of China Mer-
chants Bank Direct Payment” —the first commer-
cial bank in China to apply blockchain technol-
ogy in the fields of cross-border direct clearing
and global cash management.

12.2 Local Regulators’ Approach to
Blockchain

Blockchain technologies are generally permit-
ted and even encouraged in China. A white
paper published in October 2016 by the China
Blockchain Technology and Industrial Develop-
ment Forum, under the guidance of the MIIT,
analysed the state of blockchain technology in
China and its potential future applications, set
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out a roadmap for blockchain development in
China and called for a formal set of national
blockchain standards to provide industry guid-
ance to existing and potential market players. To
date, however, no blockchain-related standards
have been released.

The Blockchain Services Provisions

On 10 January 2019, the CAC promulgated the
Provisions on Administration of Blockchain-
Based Information Services (the “Blockchain
Services Provisions”), which represent the first
administrative guidelines for providers of non-
cryptocurrency, blockchain-based services
in China. The Blockchain Services Provisions
define blockchain-based service providers as
entities or nodes that provide blockchain-based
information services, or any institution or organ-
isation that provides technological support to
such entities (“blockchain service providers”). By
the end of 2021, the CAC had publicly released
six lists of over 1,000 registered blockchain ser-
vice projects.

Responsibilities of Blockchain Service
Providers

Under the Blockchain Services Provisions,
blockchain service providers are responsible for
information security and should build internal
management systems for user registration, infor-
mation censorship, emergency response and
security protection. The Blockchain Services
Provisions require blockchain service providers
to conduct a record-filing with the CAC or its
provincial-level branch to report certain key infor-
mation, such as the type and scope of services,
application sectors and server addresses, within
ten business days after launching their services.
Blockchain service providers are also required
to undertake a security evaluation administered
by the CAC or its provincial branches, and to
authenticate the identities of their users based
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on ID card numbers, organisational codes (for
PRC entities) or mobile phone numbers before
providing services to such users, in accordance
with the Cybersecurity Law of the People’s
Republic of China.

Position of the Chinese Government

The Chinese government has taken a hard line
against private cryptocurrencies and ICO fund-
raising. In 2017, regulators instituted an outright
ban on cryptocurrency exchanges and ICOs in
China, and also imposed severe restrictions on
the use of cryptocurrencies and relevant trading
services, which continued in 2020.

12.3 Classification of Blockchain Assets
Blockchain assets (eg, Bitcoin) are generally
regarded as virtual property rather than “legal
currency” protected by PRC law. However, the
Civil Code of the People’s Republic of China,
which came into effect on 1 January 2021, pro-
vides for the first time that data and internet vir-
tual property will be protected by law.

12.4 Regulation of “Issuers” of
Blockchain Assets

Though blockchain assets (eg, Bitcoin) are now
protected as virtual property in China, the issu-
ance of blockchain assets by private issuers is
forbidden. The PBOC has been actively promot-
ing the public use of a centralised virtual cur-
rency issued by the PBOC since 2020.

12.5 Regulation of Blockchain Asset
Trading Platforms

Blockchain asset trading platforms are banned
in China.

12.6 Regulation of Funds

No funds are allowed to invest in blockchain
assets in China.
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12.7 Virtual Currencies

Private players are not allowed to issue virtual
currencies. The PBOC is testing its virtual cur-
rency in 26 cities and provinces.

12.8 Impact of Regulation on “DeFi”
Platforms

China has no specific laws and regulations
against decentralised financial (DeFi) platforms.
Rather, most DeFi financial platforms would need
certain types of financial business permits from
the perspective of PRC law, which are each quite
difficult, if not practically impossible, to obtain.

12.9 Non-fungible Tokens (NFTs)

As there are various types of NFTs in the market,
the legal treatment varies accordingly. However,
as a general rule, NFTs designed in ways similar
to virtual currencies or crypto-tokens will likely
be subject to China’s strict prohibition against
trade of virtual tokens. As mentioned, China’s
Supreme People’s Court recently expressly
criminalised illegal fundraising by way of trade
of virtual currency, and therefore NFTs that are
similar to virtual currencies also likely face huge
legal risks in China. Conversely, NFTs that are
designed as mere virtual collectibles and may
not be traded as currency (but only as virtual
items in meta/virtual worlds) are not likely regu-
lated by any fintech-related regulation. The same
goes for NFT trading platforms, as their legal-
ity under PRC law is largely dependent on what
types of NFTs are traded on them.

In January 2023, the Hangzhou Intermediary
People’s Court ruled that NFTs that are designed
as mere virtual collectibles are considered vir-
tual property and are protected by PRC law.
This ruling came from a case involving a dispute
between a copyright holder of a comic book
character and an NFT collectibles seller on the
Metaverse.
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13. Open Banking

13.1 Regulation of Open Banking

Open banking is generally understood by the
market as a system that provides software
developers and related businesses with a net-
work of financial institutions’ data, through
the use of application programming interfaces
(APIs), which are established on the notion that
individuals or entities might be willing to share
their banking transaction details with third-par-
ty developers of APIs so that the individual end
user may enjoy more advanced and cheaper
financial services.

Although there are no specialised mandates or
API standards for open banking in China, Chi-
nese law guides the growth of open banking
by imposing specific restrictions on the shar-
ing of bank customer data. Thus, China has
not (yet) provided for system-wide open bank-
ing or equivalent mechanisms such as the UK
may possess. It is likely that China’s approach
to regulating open banking will be pragmatic and
organic, allowing industries to develop through
experimentation and stepping in to tackle prob-
lems as they appear.
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13.2 Concerns Raised by Open Banking
Since the implementation of the Cybersecu-
rity Law of the People’s Republic of China on
1 June 2017, the collection of individuals’ per-
sonal information has been subject to stricter
supervision, and the collection of financial data
is the most sensitive category. For example,
banks are required to guarantee the security of
data during sharing - ie, the shared data should
not be stolen or tampered with, and user privacy
should be protected from infringement. In terms
of authorisation scope and transparency, banks
need to ensure that the shared data can only
be utilised within the time and space authorised
by the customer, and that the customer under-
stands what data they have shared, who is using
the data, and what the risks are.

Some major banks in China are beginning to
develop open banking services — for example,
Shanghai Pudong Development Bank (SPDB)
has developed its APl Bank, through which
SPDB has embedded its banking services into
the Shanghai Port Service Office to process
trade companies’ international payments or pur-
chase orders online through the Shanghai Port
Service Office platform in a matter of minutes
— even if these banks are exposed to potential
risks triggered by regulatory uncertainty regard-
ing data and privacy protection.
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In 2022, the fintech sector in the People’s
Republic of China (PRC) was largely marked by
a continuation of the same trends and develop-
ments that have emerged in this space across
recent years. These developments have arisen
in the local market as a result of various factors,
some of which stem from general trends and
macroeconomic developments across the PRC
economy as a whole, and some of which are
comprised of developments specific to China’s
dynamic and constantly evolving fintech indus-
try. As in past years, although these changes
may invite a degree of new risks while the PRC
government and market participants gradually
reach a level of regulatory and operational clar-
ity, such developments are also likely to present
significant opportunities.

Key Developments
The following were among the key developments
witnessed in 2022 in China’s fintech space.

Eventual end to Zero COVID

As in previous years, COVID-19 and China’s reg-
ulatory response to the pandemic had a signifi-
cant impact on the country’s overall economy,
including the fintech sector. The PRC govern-
ment’s system of rigid controls and quarantines
under its “Zero COVID” policy aimed at combat-
ing the spread of the virus had a major impact on
domestic consumption and economic growth.
For most of 2022, there appeared to be no end
in sight for such policies; however, in December,
the government abruptly ended its Zero COVID
policy, significantly relaxing internal restrictions
and scrapping most quarantine requirements for
international travel.
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As a result of this change in the government’s
pandemic-management policies, both domes-
tic consumption and China’s overall economic
activity now appear to be recovering faster than
had initially been anticipated, even despite a
large wave of COVID-19 infections that initially
broke out following the end to Zero COVID. As
this wave of infections subsided very quickly,
and life in China has returned mostly to normal,
both PRC consumers and PRC businesses will
once again find a need for innovative financial
products, and various players participating in
China’s fintech industry will be ready to satis-
fy this pent-up demand. As such, the authors
expect that this last-minute development from
2022 will spark a trend of resurgence within
China’s fintech space, which, barring unfore-
seen circumstances, should continue through-
out 2023.

Continued regulatory formalisation

The year 2022 also witnessed the continued
formalisation of the PRC regulatory framework
governing fintech, as new laws and implemen-
tation regulations continued to proliferate from
various PRC government agencies tasked with
supervising this space. In particular, as there is
no one government agency that is responsible
for regulating all of fintech in China, any laws or
regulations specifically focused on fintech will
tend to involve various PRC governing bodies,
each of which will eventually apply their own
rules and implementation regulations aimed at
achieving overarching legislative goals.

Likewise, as China’s broad range of fintech
products involves many different banking, lend-
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ing, trading and other financial activities, any
PRC laws and regulations governing these par-
ticular industries/activities will often also apply
to fintech products and services that fall within
the scope of such regulatory efforts. Although
this state of regulatory affairs can and often does
result in a dizzying and constantly evolving web
of laws and regulations that fintech operators
must navigate, the authors tend to view the
past year’s legislative trends in a positive light,
primarily reflecting a continuation of legislative
developments from previous years and their for-
malisation. From the authors’ perspective, it is
expected that these trends will eventually bring
greater certainty to participants in China’s fin-
tech space in the future.

Notably, in terms of subject matter, the authors
have not seen any dramatic updates, changes or
overhauls to any aspects of the regulatory frame-
work applicable to the fintech sector. Except for
a few noteworthy developments dealing with
regulatory enforcement (see below), most regu-
latory developments from 2022 applicable to fin-
tech are merely the continuation or clarification
of increasingly familiar policies and regulatory
trends that have emerged over recent years.

Nonetheless, it is worth noting that in Janu-
ary 2023 an official with the People’s Bank of
China (PBOC) remarked at a press conference
that a total of 14 major online service platforms
(presumably all fintech platforms), such as Ant
Financial, have now “basically” completed their
compliance with the PRC regulatory regime,
possibly indicating that the current framework
applicable to such platforms is both workable
and near the completion of its implementation
and formalisation. The official also noted that
the PBOC and other financial networks will now
form a framework aimed primarily at regular
supervision and monitoring.
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Heightened enforcement trends

The year 2022 and early 2023 presented a cou-
ple of relevant red-flag actions related to China-
based fintech companies. In December 2022,
the China Securities Regulatory Commission
(CSRC) officially issued a statement that it would
ask two US-listed companies — Futu Holdings
Inc (NASDAQ: FUTU) and Up Fintech Holding
Ltd (NASDAQ: TIGR), more commonly known
as “Tiger Brokers” — to stop accepting new
onshore investors as customers or stop open-
ing new accounts for such customers. While the
companies’ existing PRC customers were still
permitted to trade via their brokerage platforms,
additional fund transfers via “non-compliant
channels” in order to fund their accounts would
not be permitted. The CSRC also stated that
both companies had engaged in certain cross-
border security investment services extended
to onshore investors, even though no approval
covering such activities had been obtained from
the CSRC.

While the CSRC stated that such alleged mis-
conduct had violated the Security Law of the
People’s Republic of China (which is applica-
ble to a much wider range of traditional securi-
ties service providers, and not only to fintech
service providers), the fact that both Futu and
Tiger Brokers are primarily fintech companies
should serve as an important reminder that par-
ticipants in this space must take their entire span
of regulatory compliance obligations seriously.
Following the CSRC’s statements, the market
has also seen other foreign brokers decide to
stop accepting onshore investors as customers.

More generally, many of 2022’s gradual formali-
sations of the fintech regulatory regime in China
noted above have also sought to reinforce or
at least clarify overarching regulatory enforce-
ment efforts directed at fintech. For example,
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the amended version of the Interpretation of the
Supreme People’s Court of Several Issues on the
Specific Application of Law in the Handling of
Criminal Cases about lllegal Fundraising, which
came into effect in March 2022, expressly pro-
vides that the “trade of virtual currency” as a way
of illegal fundraising may potentially amount to
a crime under the Criminal Law of the People’s
Republic of China (the “Criminal Law”). Although
any act of “illegal fundraising” was already inher-
ently criminal under the Criminal Law, the fact
that virtual currency is now expressly included in
the Supreme People’s Court’s guidance provides
a telling example of how the PRC government is
trying to ensure that the innovations brought by
fintech do not evade China’s existing regulatory
regime. Here again, although this does techni-
cally escalate some of the regulatory risks asso-
ciated with providing fintech services in the PRC
market, the authors believe this clarification and
regulatory formalisation to be a welcome devel-
opment that should provide greater certainty to
fintech businesses over the long term.

Al breakthroughs

Across the wider technology space, 2022 wit-
nessed the rise of next-generation artificial intel-
ligence (Al) tools such as Chat GPT and other
cutting-edge Al-based platforms. The ability of
these platforms to provide coherent and topi-
cal information in response to input parameters,
and to do so in a near-human manner, will have
major reverberations across various industries,
including fintech. Within China, Al continues to
be a major priority of PRC technological devel-
opment, featured in both the Notice of the State
Council on Issuing the Development Plan on the
New Generation of Artificial Intelligence, issued
by the State Council in July 2017, and China’s
14th Five-Year Plan (2021-25) for National Eco-
nomic and Social Development and Vision 2035.
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As 2022’s new Al breakthroughs continue to
improve and proliferate, and as international
relations and recent diplomatic tensions invite a
growing emphasis on technological competition,
the authors anticipate major developments with-
in China’s Al space in future years. Regarding
China’s fintech industry, the authors also expect
these Al breakthroughs to have wide-ranging
application across a host of different fintech
activities, such as investment research and reli-
able, automated access to market information,
tackling transaction complexity, market-making
and transaction efficiency, settlement and clear-
ing, and various other aspects.

The Future of Blockchain in China

Beyond the above, it is also notable that the
PRC fintech sector was not struck by the same
cryptocurrency crashes (and major cryptocur-
rency platform fraud/embezzlement cases) that
impacted other fintech markets in 2022. While
this is largely a result of the hard-line attitude
that PRC regulators have taken against pri-
vate cryptocurrencies in recent years (which
has extremely limited their use within China),
it remains to be seen whether China’s unique
approach to blockchain technologies may
potentially provide a sustainable alternative to
the “gold rush” character that has marked the
emergence of blockchain technologies in other
jurisdictions. While much of the PRC regulatory
framework applicable to blockchain has been
in place for several years now, wider events of
2022 merit a review of these policies, which may
allow fintech participants to draw inferences of
where PRC blockchain technologies may be
headed in the future.

CAC guidelines for providers of non-
cryptocurrency, blockchain-based services
PRC regulators have exhibited a divided atti-
tude when it comes to blockchain technologies,
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cryptocurrency exchange and initial coin offer-
ings (ICOs) in China. The benefits of the wider
integration of blockchain applications in the fin-
tech sector and overall PRC economy have been
recognised and even encouraged at the highest
levels of the PRC government. On 10 January
2019, the Cyberspace Administration of China
(CAC) issued the Provisions on Administration of
Blockchain-Based Information Services, which
set clear procedural guidelines for providers of
non-cryptocurrency, blockchain-based services
within China, including a mandatory filing with
the CAC in relation to blockchain service pro-
viders, a reporting obligation to the CAC before
launching any new products, and a mandatory
security assessment for such products.

The PBOC'’s initiative and Central Bank
Digital Currency

In addition to the CAC’s regulatory framework,
the PBOC has also undertaken a large-scale
initiative to develop a blockchain-based, inter-
bank trade finance platform in China, which has
reportedly been accelerated since President Xi
Jinping expressed his support of blockchain
technologies at a public speech on 24 Octo-
ber 2019. The Supreme People’s Court has
also ruled that blockchain evidence is a legally
admissible form of evidence in Chinese courts.
Additionally, as is well known (especially since
2020), the PRC government is keen to promote
its Central Bank Digital Currency (CBDC) in sev-
eral pilot areas in China.

The PRC government’s crackdown on
cryptocurrency and illegal blockchain
activities

The PRC government has taken a hard line
against private cryptocurrencies and ICO fund-
raising. In 2017, regulators instituted an outright
ban on cryptocurrency exchanges and ICOs in
China, and also imposed severe restrictions on
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the use of cryptocurrencies and relevant trading
services. This has continued unabated, as both
the PBOC and a government group working on
internet financial risk rectification announced an
“all around” crackdown on cryptocurrency and
illegal blockchain activities.

Although some market players have continued
to conduct limited cryptocurrency operations in
China, these actions have attracted increased
government scrutiny, with regulators vowing to
impose additional restrictions and strengthened
monitoring of cryptocurrency-related activities
throughout the near future. Additionally, the
National Internet Finance Association of China
(NIFA, an industry self-disciplinary organisa-
tion for internet financing activities approved
by the PRC government), issued a Notice on
Risks Relating to Participation in Investment
and Trading via Foreign Virtual Currency Trading
Platforms, requiring its members not to provide
any convenience for such cross-border invest-
ment and trading of cryptocurrencies. It is also
reported that since 2022, PRC police forces have
arrested over 93 people involved in a CNY40 bil-
lion (approximately USD5.86 billion) case where
the suspects conducted money laundering via
cryptocurrency.

Conclusion

The PRC fintech space continues to present a
fertile ground for further advancements in this
important global technology, thereby provid-
ing unique opportunities for entrepreneurs and
established participants. At the same time, as
government regulations concerning the PRC
fintech industry and wider cybersecurity con-
siderations in China continue to formalise, this
increasingly intricate web of laws and regula-
tions may present some operational challenges,
and will surely and constantly shape/reshape fin-
tech’s development in China long into the future.
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Although there may be growing pains in this pro-
cess, this is ultimately viewed as a healthy situa-
tion, ensuring that China adopts the best global
standards in cybersecurity and data-handling
practices, while encouraging further innovations
that will maintain China as a leading player in the
fintech space for years to come.
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